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[bookmark: _Toc235953287][bookmark: _Toc414356477]Acceptable Use and GDPR Agreement 2021-2022: Staff
ICT (including data) and the related technologies such as e-mail, the internet and mobile devices are an expected part of our daily working life in school.  This policy is designed to ensure that all staff are aware of their professional responsibilities when using any form of ICT or managing data.  All staff are expected to sign this policy and adhere at all times to its contents.  Any concerns or clarification should be discussed with the Head teacher.
· I will only use the school’s IT systems and any related technologies for professional purposes or for uses deemed acceptable by the Head teacher
· I will not download or install software or save files which are not my own, without prior agreement from the Headteacher
· I will comply with the ICT system security and not disclose any passwords
· I will ensure that all electronic communications with learners and staff are appropriately and well written in line with my professional role
· I will only use the email provided by the school on school computers, personal email should be checked on a personal device at a break time, not a school device.
· I will not give out my own personal details, such as mobile phone number, personal e-mail address, personal Twitter account, or any other social media link, to learners 
· I will only use the approved, secure e-mail system(s) for any school business
· I will password protect any emails sent outside of the school where they contain more than a single piece of personal data (as per GDPR guidance). Most emails can be sent using initials, but if these are of a sensitive nature they should still be password protected. 
· I will ensure that personal data is kept secure (encrypted pen drive or pass worded laptop) and used appropriately, whether in school, taken off the school premises or accessed remotely.  Personal data can only be taken out of school or accessed remotely when authorised by the Head teacher.
· I will not browse, download, upload, use as a screen saver or distribute any material that could be considered offensive, illegal or discriminatory
· [bookmark: _GoBack]Images of learners and/ or staff will only be taken, stored and used for professional purposes in line with school policy and with written consent of the student (if over 13 years), parent, carer or staff member
· Images will not be distributed outside the school network 
· I will support the school approach to online safety and not upload or add any images, video, sounds or text linked to or associated with the school or its community’ to social media
· I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made available, on request, to the Head teacher
· I will respect copyright and intellectual property rights
· I will ensure that my online activity, both in school and outside school, will not bring the school, my professional reputation, or that of others, into disrepute
· I will support and promote the school’s e-Safety and Data Security policies and help learners to be safe and responsible in their use of ICT and related technologies
· I will not use personal electronic devices (including smart watches) in sight of learners/carers/professionals between the hours of 9.30am and 3.15pm except privately at break or lunch time.
· I understand that the use of Schoolpod must be limited to my school device on private, secured, networks.
· I will not attempt to by-pass any internet security or protection systems.
· I will respond to updates that appear on my school devices ensuring these are downloaded in a timely manner and I will alert the appropriate person if I believe any protection systems are out of date on not functioning fully. 
· I must respect the school’s clear desk policy, ensuring that no information is left out that might breach GDPR
· If I send an item by Royal Mail I must include a return to sender label and mark it private and confidential if it is
· I must not include personal information in an email and then send to multiple addresses
· I understand that information must be deleted in line with the school’s data retention policy
· I understand the expectations that I share any health information in order to assist a school first aider to respond appropriately or to provide information that relates to Covid19 where this is required by a health body. 

Signature …….………………….………… Date ……………………
Full Name ………………………………….........................................(printed)
Job title ……………………………………………………………………


Last Reviewed May 2021, next review May 2024, reviewed by Head Teacher and Line managing Director.
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